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Review Date:  February 2023 

Opportunities  I  Wisdom  I  Legacy 

Our school vision is based on our school motto, ‘Opportunities, Wisdom, Legacy.’ At Hinckley Parks Primary 
School, we strive to provide an inspiring and exciting wider curriculum together with a stimulating learning 
environment which will allow children the opportunity to enjoy a wide range of experiences which will develop 
the whole child and prepare them for the next stage of their lives. We recognise that education is a life long 
journey and ensure that we support children and teachers at all times to ensure that we provide the highest 
standard of teaching and learning possible for all children. Through our school values, we help each child 
develop knowledge and understanding as well as having a positive attitude towards themselves and others to 
enable them to enjoy a successful life in school and to allow them to make a positive contribution to society in 
the future. We celebrate success and achievement for every child and pride ourselves on developing a culture 
where children and adults look back fondly on their time spent at Hinckley Parks Primary School. 

Leader:    Lucy Allsopp 

Governor Link:    Pete Jones 

Signed by Headteacher:      

Signed by Chair of Governors:  
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1. Online Safety  

 ICT in the 21st Century has an all-encompassing role in adults and children’s lives. The internet is 
enhancing communication and the sharing of information. Currently the emerging internet and online 
technologies used in school and, more importantly in many cases, used outside of school by our children 
include  

o The internet  

o Email  

o Instant messaging  

o Web based voice and video calling (zoom, Skype)  

o Online chat rooms  

o Social network sites  

o Blogs and micro blogs (twitter)  

o Podcastings  

o Video broadcastings (youtube)  

o Music and video downloading  

o Music and video downloading  

o Mobile phones with camera and video functionality 

o Smart phone with email, messaging and internet access  

 Our whole school Approach  

Creating a safe ICT learning environment includes three main elements at our school  



 

 

 

• An effective range of technological tools  

• Policies and procedures with clear roles and responsibilities  

• Online Safety teaching that is embedded into the school curriculum  

At Hinckley Parks we recognise the huge benefit ICT brings to children’s education however we also 
acknowledge the negative impact and risks it may being of which these are just a few  

• Access to illegal or harmful content  

• Unauthorised access to/ loss of/ sharing of personal information  

• The risk of being subject to grooming  

• Sharing and distributing personal images without consent 

• Cyber-Bulling  

• Assess to unsuitable video/ internet games  

• Over use of online activity  

 

2. Introduction  

This policy is based on the Department for Education’s (DfE) statutory safeguarding guidance, Keeping 
Children Safe in Education, and its advice for schools on: 

 Teaching online safety in schools 

 Preventing and tackling bullying and cyber-bullying: advice for headteachers and school staff 

 Searching, screening and confiscation 

In this policy we set out how we strive to keep children safe with technology while they are in school. We 
recognise that children are often more at risk when using technology at home and so this policy sets out how 
we educate children of the potential risks. We also explain how we attempt to inform parents and people who 
work and care for the children in our school of the risks and how to prevent the.  

3. Acceptable Use Policies  

All members of our school community are responsible for using the school ICT systems in accordance with 
the appropriate acceptable use policy, which they will be expected to sign before being given access to 
school systems.  

There are separate acceptable use policies for children and adults in school. Acceptable use policies are 
introduced to the children are the start of a school year. They are expected to agree and sign to show their 
commitment to following the policy. This is then displayed in our ICT suite so that children and teachers 
can recap their understanding of this regularly.  

4. Cyber-Bullying  

The education and Inspections Act 2006 empowers head teachers, to such extent as is reasonable, to 

regulate the behaviour of pupils when they are off the school site and empowers members of staff to impose 

disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of Cyber-Bullying or other 

online safety issues covered in this policy. The school will deal with should incidents within this policy and 

associated behaviour and anti-bullying policies and will inform parents/careers of incidents which occur 

outside school.  

 

5. Peer on Peer abuse  

https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/searching-screening-and-confiscation


 

 

 

The school takes peer on peer abuse very seriously and considers that this is bullying several times on 

purpose between fellow pupils. This would be dealt with in the same way as any serious bullying situation and 

would involve pupils and parents as necessary.  

The school will raise parents’ awareness of internet safety in letters or other communications home, and in 
information via our website. This policy will also be shared with parents. 

Online safety will also be covered during parents’ evenings. 

If parents have any queries or concerns in relation to online safety, these should be raised in the first instance 
with the headteacher and/or the DSL. 

Concerns or queries about this policy can be raised with any member of staff or the headteacher. 

6. Online Safety education  

Pupils will be taught about online safety as part of the curriculum: 

In Key Stage 1, pupils will be taught to: 

 Use technology safely and respectfully, keeping personal information private 

 Identify where to go for help and support when they have concerns about content or contact on the 
internet or other online technologies 

Pupils in Key Stage 2 will be taught to: 

 Use technology safely, respectfully and responsibly 

 Recognise acceptable and unacceptable behaviour 

 Identify a range of ways to report concerns about content and contact 

By the end of primary school, pupils will know: 

 That people sometimes behave differently online, including by pretending to be someone they are not 

 That the same principles apply to online relationships as to face-to-face relationships, including the 
importance of respect for others online including when we are anonymous 

 The rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and 
how to report them 

 How to critically consider their online friendships and sources of information including awareness of the 
risks associated with people they have never met 

 How information and data is shared and used online 

 How to respond safely and appropriately to adults they may encounter (in all contexts, including online) 
whom they do not know 

At Hinckley Parks Primary school we teach online safety throughout our use of the 2simple purple mash 
scheme. Online safety has a high profile within this scheme. We ensure this profile is maintained and that 
pupil needs are met by the following:  

• A relevant up-to-date online safety curriculum which is progressive from Early Years to the end of 
Year 6.  

• A curriculum that is threaded throughout other curriculums and embedded in the day-to-day lives of 
our pupils.  

• Training for staff and governors which is relevant to their needs and ultimately positively impacts on 
the pupils.  

• Scheduled pupil voice sessions and learning walks steer changes and inform training needs.  

• Through our home/school links and communication channels, parents are kept up to date with 
relevant online safety matters, policies and agreements. They know who to contact at school if they 
have concerns.  

• Pupils, staff and parents have Acceptable Use Policies which are signed and copies freely available.  



 

 

 

• Our online safety policy (part of our safeguarding policy) clearly states how monitoring of online safety 
is undertaken and any incidents/infringements to it are dealt with.  

• Filtering and monitoring systems for all our online access. 
Data policies which stipulate how we keep confidential information secure.  

• The safe use of social media and the internet will also be covered in other subjects where relevant.  

We are noticed that while the purple mash Curriculum meets our needs in the most part, following interviews 
with children we feel that more regular teaching of online safety is necessary for our school. Therefore as well 
as the unit covered in Purple Mash we are implementing another scheme to ensure our children’s knowledge 
of how to keep safe online is being constantly revised and reviewed throughout the school year.  

The scheme we are implementing this year is built around the DFE Education for a connected world 2020. 
Within this our children are taught eight main areas of online safety:  

• Self image and identity  

• Online relationships  

• Online reputation  

• Online bullying  

• Managing online information  

• Health wellbeing and lifestyle 

This curriculum is taught throughout the year so that the children are revisiting key online safety messages 
throughout every school year.  

7. Staff training  

It is essential that all staff receive online safety training and understand their responsibilities, as outlined in this 
policy. Training will be offered as follows.  

• The e-safety coordinator will provide advice, guidance and training as required to individuals as 
required on an on-going basis.  

• The e-Safety coordinator will undertake specific online safety training (see appendix for 
certificate)  

• Safe guarding training will include the necessary elements of online safety.  

8. Raising parents and careers awareness 

We recognise that many parents and careers will have only a limited understanding of online safety risks and 
issues, yet they play an essential role in the education of the children in our school. Therefore as a school we 
strive the advice parents/careers of the risks and how to support us in protecting their children. We do this by  

• A weekly tip on the school newsletter with up to date risks and advice 

• An open door policy where parents can discuss any issues with any member of the school team  

• Distribution of the recommended e-safety publication ‘Digital parenting’ from Vodafone.  

9. Responsibilies  

• The headteacher 

The headteacher is responsible for ensuring that staff understand this policy, and that it is being implemented 
consistently throughout the school. 

• The designated safeguarding lead 

Details of the school’s DSL (David Harding/ Deb Grundy) are set out in our child protection and safeguarding 
policy as well as relevant job descriptions. 



 

 

 

The DSL takes lead responsibility for online safety in school, in particular: 

 Supporting the headteacher in ensuring that staff understand this policy and that it is being implemented 
consistently throughout the school 

 Working with the headteacher, ICT manager and other staff, as necessary, to address any online safety 
issues or incidents 

 Ensuring that any online safety incidents are logged and dealt with appropriately in line with this policy 

 Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line with the school 
behaviour policy 

 Updating and delivering staff training on online  

 Liaising with other agencies and/or external services if necessary 

 Providing regular reports on online safety in school to the headteacher and/or governing board 

This list is not intended to be exhaustive. 

• The ICT manager 

The ICT manager is responsible for: 

 Putting in place appropriate filtering and monitoring systems, which are updated on a regular basis and 
keep pupils safe from potentially harmful and inappropriate content and contact online while at school, 
including terrorist and extremist material 

 Ensuring that the school’s ICT systems are secure and protected against viruses and malware, and that 
such safety mechanisms are updated regularly 

 Conducting a full security check and monitoring the school’s ICT systems 

 Blocking access to potentially dangerous sites and, where possible, preventing the downloading of 
potentially dangerous files 

 Ensuring that any online safety incidents are logged (see appendix 5) and dealt with appropriately in line 
with this policy 

 Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school behaviour 
policy 

This list is not intended to be exhaustive. 

• All staff and volunteers 

All staff, including contractors and agency staff, and volunteers are responsible for:  

 Maintaining an understanding of this policy 

 Implementing this policy consistently 

 Agreeing and adhering to the terms on acceptable use of the school’s ICT systems and the internet 
(appendix 3), and ensuring that pupils follow the school’s terms on acceptable use (appendices 1 and 2) 

 Working with the DSL to ensure that any online safety incidents are logged (see appendix 5) and dealt 
with appropriately in line with this policy 

 Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school behaviour 
policy 

This list is not intended to be exhaustive. 

• Parents 

Parents are expected to:  

 Notify a member of staff or the headteacher of any concerns or queries regarding this policy 



 

 

 

 Ensure their child has read, understood and agreed to the terms on acceptable use of the school’s ICT 
systems and internet (appendices 1 and 2) 

Parents can seek further guidance on keeping children safe online from the following organisations and 
websites: 

 What are the issues? - UK Safer Internet Centre 

 Hot topics - Childnet International 

 Parent factsheet - Childnet International 

 

 

10. Infrastructure  

The filtering of internet content provides an important means of preventing our children and adults in school 
from accessing material that is illegal or is inappropriate in the educational context. The filtering system 
cannot however provide a 100% guarantee that it will do so. Therefore all uses have the responsibility to 
report immediately to the class teacher anything that infringes the filtering policy. Users must not attempt to 
use any programmes or software that might allow them to bypass the filtering. Pupils must be made aware of 
the importance of filtering policies through the online safety curriculum.  

11. Reporting of e-safety breaches  

Staff will use CPOMS to report and log any online safety issues. These issues will then be brought to the 
attention of the Headteacher and DSL and be dealt with accordingly.  

12. Use of hand held technology  

Members of staff are permitted to bring personal mobile devices into school. They are required to use their 
own professional judgement as to when is appropriate to use them. Broadly speaking this is  

o Will only be used in lesson times in an emergency or extreme circumstance  

o This should be used during their time away from children eg breaks 

o Staff may use personal devices to support the school twitter page however all photos must be 
deleted after uploading.  

• Children are allowed to bring mobile phones into school to support parents when they are walking home. 
However phones are handed into the class teacher each morning and only returned as the children leave 
at the end of the day.  

• Watches that take photographs are not allowed in school.  

 

13. Areas for development  

The new scheme of work to be delivered and evaluated  

Achieve Leicestershire E safety award.  

 
 

 
 
 
 
 
 
 
 
 

https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
http://www.childnet.com/parents-and-carers/hot-topics
https://www.childnet.com/resources/parents-and-carers-resource-sheet


 

 

 

Appendix 1: KS1 acceptable use agreement  

 



 

 

 

Appendix 2: KS2 acceptable use agreement  

 

 

 



 

 

 

Appendix 3: Staff code of conduct.  

 

  

Hinckley Parks Staff acceptable use policy  

By signing this agreement you will have access to the schools systems and acknowledge that you agree to all 
the statements below.  

• I will educate the children in my care about the safe use of digital technologies and act on any online 

safety concerns.  

• I understand my use of the ICT system will be monitored and therefore will use my laptop and other 

technology devices respectfully.  

• I understand that I am fully responsible for my behaviours both in and out of school and as such 

recognise that my digital communications, subscriptions and content I access can have a bearing on 

my professional role. 

• I recognise that my social media activity can have a damaging impact on the school and children in 

my care at school if I fail to uphold my professional integrity at all times whilst using it.  

• If I am contributing to the school’s social media account(s) or website(s) I will follow all guidelines 

given to me, with particular care given to what images/video imagery and details can be uploaded. 

• I will never upload images/video imagery of staff/pupils to my personal social media accounts unless 

there is significant reason to and that permission has been granted by the head teacher.  

• I will inform the school at the earliest opportunity of any infringement both on and off site by myself. 

Furthermore, if I am concerned about others’ behaviour/conduct, I will notify the school at the earliest 

opportunity.  

• I will never deliberately access, upload or download illegal, inflammatory, obscene or inappropriate 

content that may cause harm or upset to others.  

•  I will never download or install software unless permission has been given by the appropriate contact 

at school.  

•  I shall keep all usernames and passwords safe and never share them. Writing down usernames and 

passwords, including storing them electronically, constitutes a breach to our data protection and 

safeguarding policy.  

•  I will never leave equipment unattended which could leave data and information vulnerable; this 

extends to accessing data/ services/content remotely.  

• Any personal devices I own shall not be used to access school systems/data/services/content 

remotely unless I have adequate virus protection and permission from the school.  

• I understand that mobile devices, including smart watches, shall not be used, nor in my possession, 

during times of contact with children. These devices will be securely locked away with adequate 

password protection on them should they be accessed by an unauthorised person.  

• Any school trips/outings or activities that require a mobile phone/ camera will be provided by the 

school and any data collected on them will be used in accordance with school policies.  

• If taking pictures on my own device for the purposes of the school twitter account I will delete these 

pictures immediately.  

 


